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IFCT68 ETHICAL HACKER EC COUNCIL

450,00 € - 550,00 €

Este Curso IFCT68 ETHICAL HACKER EC COUNCIL le ofrece una formacioén especializada en la
materia dentro de la Familia Profesional de Informatica y comunicaciones. Con este CURSO
IFCT68 ETHICAL HACKER EC COUNCIL el alumno sera capaz de Utilizar las mismas herramientas
y conocimientos que un hacker ‘malicioso’, de manera legitima y desde una perspectiva de
fabricante neutral, para garantizar la seguridad en una red corporativa, planificando su
proteccion, detectando y respondiendo a los atagues que se realizan sobre la misma.

Categorias: Cursos online, Informatica y Comunicaciones |

INFORMACION
Duracion 300 h
Modalidad Online
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TUTOR PERSONAL

GESTION DE PRACTICAS EN EMPRESAS
FINANCIACION SIN INTERESES
AGENCIA DE COLOCACION

CENTRO ACREDITADO POR EL SEPE

DESCRIPCION DEL PRODUCTO

UNIDAD DIDACTICA 1. NETWORK DEFENDER SKILLS FOR NETWORK ADMINISTRATORS: EC-
COUNCIL CERTIFIED NETWORK DEFENDER
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Physical Security
Host Security

Wireless Network Defense

Computer Network and Defense Fundamentals
Network Security Threats, Vulnerabilities, and Attacks
Network Security Controls, Protocols, and Devices
Network Security Policy Design and Implementation

Secure Firewall Configuration and Management
Secure IDS Configuration and Management
Secure VPN Configuration and Management

. Network Traffic Monitoring and Analysis
. Network Risk and Vulnerability Management

. Data Backup and Recovery

. Network Incident Response and Management

UNIDAD DIDACTICA 2. MASTERING HACKING TECHNOLOGIES I: EC COUNCIL CERTIFIED
ETHICAL HACKER

i

Scanning Networks
Enumeration

Introduction to Ethical Hacking
Footprinting and Reconnaissance
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Vulnerability Analysis
System Hacking

Malware Threats

Sniffing

Social Engineering
Denial-of-Service

Session Hijacking

Evading IDS, Firewalls, and Honeypots
Hacking Web Servers
Hacking Web Applications
SQL Injection

Hacking Wireless Networks
Hacking Mobile Platforms
loT Hacking

Cloud Computing
Cryptography
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UNIDAD DIDACTICA 3. MASTERING HACKING TECHNOLOGIES II: EC COUNCIL CERTIFIED
ETHICAL HACKER PRACTICAL.

1.
2.

Practical approach for the Mastery of Ethical Hacking Skills

Security audit Challenges: Application of ethical hacking techniques such as threat vector
identification, network scanning, OS detection, vulnerability analysis, system hacking, web app

hacking, etc.

. Code of ethics
Preparation for the CEH Practical Certification Exam
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